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Good morning everyone! First of all, I just want to provide a quick overview of what I am going to talk about over the course of the next 30 minutes so that you can follow me better. Basically, the general plan is to discuss “Data Mining and National Intelligence Surveillance from an EU-US Perspective” which was the focus on my docoral thesis. I will begin by providing an introduction to the research problem that I explored in my dissertation.Then, I will talk about the three main sections of my dissertation: Data mining and EU data protection principlesUS surveillance Applicable law and jurisdiction



Part 1: Introduction to the research problem
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Ok. As most of you know, society is producing a huge amount of data through a multiplicity of different channels social networks, blogs, email, text messages, business records, commercial transactions, data from sensors like mobile phones.
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Data mining is one way to make sense of all of these data. In my research, I have really tried to back up and think about what is so interesting about DM.  More specifically, I tried to think about what separates DM from more traditional data analysis tools.  First, it can make sense of huge amounts of data: It is usually conducted on enormous volumes of data that would normally overwhelm traditional data processing techniques. What it is easy with 100 data points is not so easy with 100,000 data points. Second, it creates “new knowledge”: the data processing of the recent yesteryear could only extract “what” is in a database: in other words, it could only extract explicit information that already exists.  Data mining, however, can turn data into something new and more useful. The “novel” information can include, for example, a more abstract description of the data or a useful model for making future predictions. Third, data mining can generate hypotheses:  Unlike with older forms of data processing, you do not need to query the database, rather you can just sit back and listen to it. Because the process is driven by the data itself the results are unanticipated and serendipitous. 
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In many ways data mining is an extension of traditional data analysis and statistical approaches. It incorporates analytical techniques drawn from a range of disciplines including, but not limited to statistics, visualization, pattern recognition, and areas of artificial intelligence such as machine learning and neural networks. 
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Now, the interdisciplinary nature of data mining has created confusion with respect to the terminology that surrounds it. The result is a mix of perspectives, vocabularies, and analytical tools, where concepts are easily misinterpreted, conflated, or used imprecisely, especially by scientific outsiders like lawyers. Like when I began this research project 6 years ago, the big phrase was “data mining” but as the years went on it shifted “big data” So, as a starting point to my research, I created a basic taxonomy of data mining in order to have a clearer way to talk about the technology and to understand its relationships to other disciplines. 
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So, what are some of the applications of this exciting new technology?Well, data mining can be used in a number of different contexts.  One specific context where the technology has been recognized as being an especially salient is in the national security context.Here, data mining has become a key basis to detect national security threats and governments around the world are building complex databases and deploying data mining to seek out terrorists, prevent cyber attacks and secure national borders.
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Although data mining presents many possibilities to provide actionable intelligence in the national security context, the widespread use of the technology has been criticized for raising serious privacy concernsSome of these privacy concerns include a fear that individuals will act differently if they know that their conduct might be observed and individual autonomy will be compromised.  There is also a concern that a slippery slope that may result when powerful data mining tools are used for increasingly pettier needs until finally society is smothered under a veil of constant surveillance. Here, the fear is the creation of an oppressive, Big Brother government that regulates all aspect of individual existence, including the regulation of individual, private thoughts.  The lack of transparency associated with data mining also creates the potential for abuse or misuse by government bureaucrats.  There is very little known about the procedures for examining, using and storing the data collected by national intelligence agencies and this lack of transparency creates the potential for abuse or misuse by government bureaucrats who might be improperly balancing rights and interests, led by their own bigotry. Finally, data mining can create a loss of control over personal data with real world consequences. The classic example here is getting your name stuck on a no fly list and not understanding why that happened. You find yourself frustrated and powerless because of bureaucratic decision making. Decisions have been made based on your personal data but you have not been apart of the process.   
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 To assess whether data mining can be reconciled with core EU data protection principles such as purpose limitation, data minimization and data accuracy which were ideas crafted some 50 years ago.  To explore whether the legal regulation of data mining in the US national intelligence context is sufficient from a European perspective. To examine the jurisdictional issues that invariably arise in the context of regulating national intelligence surveillance which, in the digital age, is inherently transnational. 



Part II: Data mining and the core EU data 
protection principles

-- the purpose limitation principle--
• Article 5(b) CoE Convention for the Protection of Individuals with 

regard to Automatic Processing of Personal Data
– "Personal data undergoing automatic processing shall be ... stored for 

specified and legitimate purposes and not used in a way incompatible 
with those purposes”

• Article 6(1)(b) of EU Data Protection Directive 95/46/EC 
– “Personal data must be “collected for specified, explicit and legitimate 

purposes and not further processed in a way incompatible with those 
purposes.”

• Article 3 of EU Framework Decision 2008/977/JHA 
– “Personal data may be collected by the competent authorities only for 

specified, explicit and legitimate purposes in the framework of their 
tasks and may be processed only for the same purpose for which data 
were collected…” 
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Everyone is this room probably understands that the PL principle is a cornerstone of European data protection law.  Essentially, the principle requires that personal data must be “collected for specified, explicit and legitimate purposes and not further processed in a way incompatible with those purposes.” 



“What I need is an exact list of specific 
unknown problems we might encounter.” 

Dilbert: Chronic Cubicle Syndrome Season 2, Episode 16, Aired July 18, 2000
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My father is a pensioner who sends me forwarded emails that he receives from his other pensioner friends every morning as a signal to me that he is doing fine at home. My brothers actually send them automatically sent to their spam boxes but I actually read them.  Some time ago now, he sent me a story about this cartoon competition where people were asked to provide quotes about the dumbest thing his or her boss has ever said.  When I read the quote from the second place winner which reads: “What I need is an exact list of specific unknown problems we might encounter”, I thought: “This is not a dumb boss at all.  This is a boss who understands the promise of data mining which is, very basically, to provide a window on the unforeseeable, to ask the questions we never thought to ask. 
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And, I just want to elaborate a bit more on this point a bit more and say that, well, yeah, data mining is a bit like vodoo science. According to the conventional scientific method, you develop a sound hypothesis, you collect your data and then you test the hypothesis.With the data mining method, you get the data from somewhere, anywhere (and lots of it!!), you select a data-mining technique that seems applicable for your dataset and then you apply the technique to the data and see what turns upNow, data miners know that scientific proposals derived without a preconceived hypothesis about the data may not be valuable, reliable or significant because correlations that appear in the data could be totally random.Therefore, they need to evaluate the reliability of the data mining results very carefully. 
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OK. So now I am back with the purpose limitation principle.  And there are a few points that I want to make about why it is hard, if not impossible to reconcile data mining with this legal requirement. First, it is impossible to reconcile data mining with the purpose limitation principle because no one knows beforehand what the results of a data-mining search will turn up.  An individual cannot possibly foresee how his data will be used because the very point of data mining is to provide a window on the unforeseeable.  This means that a data controller cannot conceive beforehand the specific purpose of the data collection (and then restrict the use to that purpose) because it will not be obvious until after the processing what data will be of value or what relationships will emerge.  
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Here, I want to really make the point that data mining tends to lead to an obfuscation of the PL principle: since data controllers seeking to mine data cannot possibly state a clear and specific purpose they are incentivized to create broadly defined purposes in order to bolster their freedom to process the data.  Like, “we are going to process your data for ‘national security purposes’” – like, what does that mean?
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Another problem with reconciling data mining with the purpose limitation concerns the fact that mining involves combining and analyzing data to create “new” information. For example, transactional data revealing an individual has purchased certain fertilizers might be combined with watch-list data in order to create new information about an individual such as that he might be a terrorist.   Or, in the marketing context, customer-loyalty-card information might be combined with demographic information to reveal that a woman is pregnant.  This “new” information might be passed on to various authorities, without the individual even knowing the data exists, who might then use it for any number of purposes: for example, as evidence to obtain a wiretap warrant to collect electronic surveillance about the suspected terrorist or, to send diaper coupons to the woman, revealing to her family the she is pregnant.  



DM creates fragments of data that may not be 
obviously related to any particular data subject 
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A final point that I want to make here is that DM creates fragments of data that may not be obviously linked to any particular data subject.  In this respect, DM has a jig-saw nature.  The idea is kind of to piece together seemingly unintelligible pieces of data in order create a clear picture of something. The fact that data can be fragmented calls into question the application of data protection law in the first place because it is only when data can be linked to an actual individual that the principle of purpose limitation even applies.  ***data fragmentation (also referred to as sharding, or partitioning), involves splitting a data set into smaller fragments (or shards). It is a technical process. A tiny shard may be considered anonymous data, if it does not contain sufficient identifying information but it is not always clear. 
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So now, I would like to leave the more general topic of data mining and its relationship to the core European data protection principles and look at data mining within the context of national security. Here I would like to make a quick review of the PRISM/FRA case study that it included in chapter 6 of my dissertation.  I decided to conduct this study some time after the Snowden revelations.  I understood that Europeans were really outraged over the details of the programs.  At the same time, however, it was also evident to me that there were similar programs operated by EU Member States.  I was interested in understanding whether this was a case of the pot calling the kettle black or did the EU really have legitimate concerns?  This comparative exercise serves two central purposes.  It seeks to demonstrate how each legal system regulates data mining in the national-security context and to highlight any differences in the respective approaches.  It aims to identify whether there are any normative inadequacies of the US legal framework that might fuel EU data protection concerns and compel it to apply its laws in an extraterritorial fashion.  



Case Study Conclusion 
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So, I am not going to go through the entire case study which is about 100 pages.  Instead, I am just going to review the general conclusions.Data mining in the US national security context clearly raises a number of serious data protection concerns from a European perspective. 



The main substantive limitation imposed is that the acquisition of data must 
be for the purpose of obtaining foreign intelligence information. 
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First, under US law, the US Government has much greater authority to examine communications from non-US citizens than from Americans.  The main substantive limitation imposed is that the acquisition of data must be for the purpose of obtaining foreign intelligence information: the US government cannot randomly target anyone in the world but rather, it must document an appropriate foreign intelligence purpose for the data acquisition and ensure that the foreign target is reasonably believed to be outside of the US. The problem here is that the phrase “foreign intelligence information” is rather broad. OK, fine, it includes things like “international terrorism” and “the international proliferation of weapons of mass destruction by a foreign power” but it also includes the “conduct of the foreign affairs” of the US. A broad understanding of “foreign intelligence information” means the US government is in a position to store a large class of data indefinitely if it so chooses. 
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The second point that I want to make is that non-US persons have a lack of rights concerning the information collected about them.This is particularly because the chief constitutional constraint against government surveillance – the 4th Amendment --  does not apply to non-resident aliens.  And, the specific statutory safeguards, regarding targeting and minimization of data collection are limited in their application to US citizens.  As we know now from the Schrems case, there is no independent agency that is empowered to investigate claims of wrongful surveillance  Non-US citizens pretty much have no realistic chance to bring a case before a US Court. 
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Now, I just want to say a bit about the FISC which is a highly secretative court authorized to review surveillance applications made pursuant to FISA.  While judicial review is afforded to non-US persons under FISA, I want to make the point that such review is practically meaningless.  This is because there is no need for the FISC to review details concerning the particular non-US persons who will be targeted or to review anything about the specific communications facilities that are going to be wiretapped.  That is, the FISC does not ask whether the NSA has probable cause to believe that Liane Colonna is an agent of a foreign power likely to communicate foreign intelligence information concerning Irans’s nuclear power program and therefore we must tap her phone – which was the standard before 9/11. No. Not at all. All the NSA has to do is say “we are targeting ISIS, a known terrorist group” – and it is authorized to wiretap any telephone or email that might yield information about ISIS. All the FISC does is examine the “targeting” and “minimization” procedures which are safeguards designed only to protect US persons.  It cannot even second guess the government’s assertion of a foreign intelligence purpose. 
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Even if EU citizens could rely upon the same privacy safeguards afforded to US citizens under US law and have the same ability to enforce those rights, many of these provisions are nevertheless fundamentally inadequate from a European perspective.  Put differently, even if a Member State government was operating a similar program to PRISM (e.g. Sweden), EU citizens would be entitled to greater privacy protection under European law.  In Europe, the DM program must be explicitly authorized by domestic law.The law governing such a program must be clear about how information is gathered, used, shared and stored.  There must be defined protocols for the erasure of data The data must also be secured against external attack Additionally, individuals who suspect they have been the subjected to surveillance must have a way to confirm it in order to ensure an effective remedy under the law.  These individuals include citizens and aliens alike.  



Part IV: Applicable law and 
jurisdiction
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OK.  So now I am going to say a few words about applicable law and jurisdiction.  In chapter’s 7 and 8 in the dissertation, I really try to examine the question: How can the EU can bind companies that provide services to European residents to its data protection laws, such as transparency and information requirements, when they operate on US sovereign territory?  Because, as most of know, these private companies play a very role in the type of surveillance being conducted by agencies like the NSA. 



Article 4(1)(a) of European Data Protection Directive
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Well, Article 4 of the EU Data Protection Directive does allow for the extraterritorial application of the law in certain circumstances.  This is because the drafters did not want companies to simply set up shop outside of the EU and evade all responsibility under the directive.   In my research, I look very closely at Article 4 of the Data Protection Directive.  And, for any one here that has also looked at the provision, you will know that it is complicated stuff. I kind of think of Article 4 as proverbial booby trap for the  unsuspecting reader because almost every second word having an either complicated, ambiguous or vague meaning. ***It has two main parts: one part that applies when the controller has an establishment within the EU and another part that applies when it does not.The way that I understand Article 4(1)(a) is that it involves a three part test. Which exact processing of personal data has to be examined?Is there an “establishment” of the controller in the EU?Look to ECJ case law  requires that both human and technical resources necessary for the provision of particular services are permanently available A branch ofﬁce located in the EU = YES,  A server located in a MS = NOIf there is an establishment, does the personal data processing in question take place “in the context of the activities” of that establishment? (A) look at the kind of data processing that is going on (regardless where in the world it is happening) and (B) look at the establishment and ask whether it has a relevant role in the particular data processing in question  if yes, that EU DP law applies



Google Spain (Case C-131/12)
Is Google, in its capacity as an online search engine, required to 

block unwanted personal data appearing in search results?
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Google, all happens in California
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Spain bridges too (interrelated 

limbs of the business). 

CJEU’s opinion: The advertising 
activities of Google Spain were 
"inextricably linked" to Google 

Inc.’s search engine: without the 
sales and promotion of the 

online advertising space, the 
search engine would not be 

economically profitable.
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I just want to add that the recent Google Spain case helps to demonstrate the considerable difficulties of applying this provision as well as the far reaching scope of the provision. Now, I am not going to go through Article 4 or Google Spain now but if you want to ask questions about them later, please feel free to do so. ***The case concerned whether Google, in its capacity as an online search engine, was required to block unwanted personal data appearing in search results.  With respect to applicable law, the central question was whether EU law applies to Google where: (1) its search engine is operated solely by Californian-based Google Inc. and (2) where it has a subsidiary in Spain, Google Spain SL, for the sole purpose of acting as a commercial representative for its advertising functions.  First, the Opinion of the CJEU determined that Google Spain constitutes an establishment of Google Inc. Because it was undisputed that Google Spain both engaged in the effective and real exercise of activity through stable arrangements in Spain and constituted a subsidiary of Google Inc. on Spanish territory, the Court quickly concluded that Google Spain was an “establishment” within the meaning of Article 4(1)(a).    Second, even though Google Spain merely promotes and sells online advertising space for Google Inc., the CJEU found that the personal data processed at Google Spain was in the “context of the activities” of that establishment with the consequence that the EU Data Protection Directive was applicable to Google Inc.  The CJEU reasoned that the advertising activities of Google Spain were "inextricably linked" to Google Inc.’s search engine.  This is because, without the sales and promotion of the online advertising space, the search engine would not be economically profitable. As further evidence of the inter-dependence between the advertising activities of Google Spain and the search engine operations of Google Inc., the CJEU pointed to the fact that the advertisements and search adverts are displayed on the same page.   In its decision the CJEU emphasized that the meaning of the words “in the context of the activities" of the establishment "cannot be interpreted restrictively."  The Court reasoned that a broad interpretation should be afforded to these words in light of the objective of the directive:  to "(ensure) effective and complete protection of the fundamental rights and freedoms of natural persons." 
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I just want to add that the territorial scope of the forthcoming Regulation is even more breathtaking.  It will apply to controllers who process personal data of EU residents in order to offer them goods or services or to monitor their behavior.  In other words, under the Regulation there is almost no doubt that the type of large, transnational technology firms that are involved in PRISM will absolutely have to comply with the EU data protection law.  And, one hand that is great, but there are some important drawbacks that must be considered. 



Conclusions about applicable law and 
jurisdiction 

• Enforceability of provision is unlikely?
• The adequacy requirement is obscured and an 

overly complex regulatory environment is 
created which may hamper international data 
flows?

• A de facto global standard is created? 
• The concept of data interoperability is 

hampered? 
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First, the EU is unlikely to be able to enforce broad extraterritorial claims, which could have an insidious effect on the law.  After all, it is the ability of the EU to enforce its data protection rights that gives life to its noble ideals: without sufficient enforcement mechanisms, these human rights provisions essentially become meaningless and the benefits of the EU’s data protection laws are lost.    A second issue with an EU attempt to assert its data protection Directive to data controllers that operate outside of the EU is that such a broad assertion of jurisdiction may disrupt international data flows between the EU and the US due to an overly complex regulatory system.  Specifically, confusion arises about the relationship between the rules on applicable law and the rules on data transfers.  In many situations, it is not clear whether an EU data controller must provide a separate legal basis for a data transfer or whether the foreign data controller receiving data from the EU must adhere to the entire directive vis-à-vis the processing at issue or whether it is just enough to enroll in a program like the Privacy Shield.  Third, it is contended that, such broad assertions of jurisdiction may jeopardize its position as a world authority on data protection.  With the Data Protection Regulation, the EU takes its position as a global leader in the realm of data protection to a new level. The result may be that the EU creates a de facto global standard without sufficient multilateral support. Fourth, the emerging and important concept of data interoperability may be weakened if the EU forces foreign data controllers with only remote connections to its territory to adhere to its law.Instead of striving for common ground, the EU demands that these controllers adhere to its law.  This is true even where the controller must simultaneously adhere to conflicting legal rules.   .



Thank You!!
liane.colonna@juridicum.su.se
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