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Part 1

Transparency – why?



Transparency

https://www.pikrepo.com/fjfpo/s

un-rays-on-the-window







GDPR, Recital 39

Any processing of personal data (…) should be transparent to natural
persons that personal data concerning them are collected, used,
consulted or otherwise processed and to what extent the personal
data are or will be processed. The principle of transparency requires
that any information and communication relating to the processing of
those personal data be easily accessible and easy to understand, and
that clear and plain language be used. That principle concerns, in
particular, information to the data subjects on the identity of the
controller and the purposes of the processing and further information
to ensure fair and transparent processing in respect of the natural
persons concerned and their right to obtain confirmation and
communication of personal data concerning them which are being
processed. Natural persons should be made aware of risks, rules,
safeguards and rights in relation to the processing of personal data and
how to exercise their rights in relation to such processing.



Profile transparency

Providing “meaningful information about the 

logic involved” and about the “significance 

and the envisaged consequences” of  the 

profiling.

(Arts. 12-15 GDPR 2016/679) 

Profile transparency



Limitations

profile transparency is subject to limitations (see recital 42 of the DPD 95/46 and 

recital 63 of GDPR 2016/679) due to trade secrets and Intellectual Property 

Rights (IPRs)







Sneak-preview: counterfactual examples

Sandra Wachter, et al., Counterfactual explanations 

without opening the black box: automated decisions and 

the GDPR, 31 Harvard Journal of Law & Technology 

(2018).





If transparency is the answer, what is the problem?

(1) systemic problems of discriminatory bias

(2) decisions with significant consequences lacking 

an appropriate justification

(3) objectification of the subject (no dignity)



If transparency is the answer, what is the problem?

1) systemic problems of discriminatory bias 

remove discriminatory bias

2) decisions with significant consequences lacking 

an appropriate justification

provide an appropriate justification

3) objectification of the subject (no dignity)

empowering design, allowing for challenges





https://www.theguardian.com/te

chnology/2016/sep/08/artificial-

intelligence-beauty-contest-

doesnt-like-black-people

https://www.theguardian.com/technology/2016/sep/08/artificial-intelligence-beauty-contest-doesnt-like-black-people


https://www.propublica.org/articl

e/machine-bias-risk-

assessments-in-criminal-

sentencing



https://www.theguardian.com/ed

ucation/2020/aug/20/england-

exams-row-timeline-was-ofqual-

warned-of-algorithm-bias#img-1



“It’s polluted data producing 

polluted results,” said Malkia

Cyril, executive director of 

the Center for Media Justice.

https://www.theguardian.com/technology/2016/sep/08/artificial-intelligence-

beauty-contest-doesnt-like-black-people /

https://www.theguardian.com/technology/2016/sep/08/artificial-intelligence-beauty-contest-doesnt-like-black-people


Part 2

Automated Decision Making

(and discriminatory ML)



"Field of study that gives computers the ability to learn
without being explicitly programmed".

(Arthur Samuel, 1959)

Machine Learning



Indirectness: 

learning through examples



The 2010s
the success story of Machine Learning



2004



The 2010s: the success story of Machine Learning





Part 3 

Multiple ways of opening the 

blackbox



Multiple ways of opening the blackbox

1. Training data

2. The source code

3. The summary-model (building simpler models on top of 

complex models)

4. The layman’s sentence 

5. The counterfactual
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“conjecturing on what did not happen, or what might

have happened, in order to understand what did happen.”



Counterfactual examples for transparency

Counterfactual explanations describe the minimum 

conditions that would have led to an alternative decision 

(e.g. a bank loan being approved), without the need to 

describe the full logic of the algorithm.

Sandra Wachter, Brent Mittelstadt, Chris Russell, (2018) ‘Counterfactual Explanations without 

Opening the Black Box: Automated Decisions and the GDPR’, Harvard Journal of Law and 

Technology.



Synthetic instances for transparency



Part 4 

Generative ML



Generative Adversarial Networks 
(Ian Goodfellow, 2014)

Variational autoencoders
(Diederik Kingma & Max Welling 2013)



https://www.technologyreview.com/s/610253/the-ganfather-the-man-whos-given-machines-the-gift-of-imagination/



Karras, T., e.a. (2018), Progressive Growing of GANs for 

Improved Quality, Stability, and Variation, ICLR 2018. 

Available at: http://research.nvidia.com/publication/2017-

10_Progressive-Growing-of

http://research.nvidia.com/publication/2017-10_Progressive-Growing-of


Karras, T., e.a. (2018), Progressive Growing of GANs for 

Improved Quality, Stability, and Variation, ICLR 2018. 

Available at: http://research.nvidia.com/publication/2017-

10_Progressive-Growing-of

Deepfakes

http://research.nvidia.com/publication/2017-10_Progressive-Growing-of


https://thispersondoesnotexist.com/

https://thispersondoesnotexist.com/














https://thiscatdoesnotexist.com/

https://thispersondoesnotexist.com/












https://thisxdoesnotexist.com/



“conjecturing on what did not happen, or what might

have happened, in order to understand what did happen.”



https://www.technologyreview.com/s/610253/the-ganfather-the-man-

whos-given-machines-the-gift-of-imagination/

https://www.technologyreview.com/s/610253/the-ganfather-the-man-whos-given-machines-the-gift-of-imagination/


Archive Dreaming – Refik Anadol (2017)
hallucinated documents created by AI 



Part 5 

Counterfactuals – the good



Transparency

https://www.pikrepo.com/fjfpo/s

un-rays-on-the-window



Part 6 

Counterfactuals – the bad



Rashomon effect?







Give a full list of counterfactuals?

• Information overload (not very actionable)

• Might reveal too much (trade secrets, gaming 

the system?)



Select the best of?

• Remove everything that is not actionable?

• What about interactions? Following 

counterfactual advise might activate some other 

factor that is adverse (but that you did not know 

about)



Calculus is not just calculus?

• Distance – how to compare scales?

• What outcome?



Part 7

Concluding thoughts






